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How AdminDroid Helps Detect Storm-2949
Attacks Early In Microsoft 365
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CJ WHAT ADMINDROID DETECTS
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Self-Service Password Reset (SSPR) Abuse
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MFA Taenpéiting
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e New MFA method registrations

MFA method removals

Microsoft Authenticator re-registrations
e Phone-number modifications
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MFAYtampering shifft¥lanccoupt fdom potentifilly cdmi§romise to actively under attacker control.
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Adding credentials toYa s¥rvice priMipal iDban¥@ ofKJtorm-2949’s keyNoersistence mechanisms.
Servic¥ priicipals retain acces¥ even after passwords #e—reset or sessions revoked, so a single
succhdsful client secret or certificate bdKition can gilke attackeid long-term background access for
wkeks., In Microsoft’s doeumented case, theYrddential addition attempt failed due to insufficient
YermissMn&. Hewver, fhil¥d attempts remain valuable signals because the audit events remain
availalide for invebkigation.
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