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AdminDroid - Microsoft 365 Alerting Solution

It might be quite challenging for an administrator to keep track of day-to-day activities in a Microsoft 365
environment. Here, '"AdminDroid Alerts' comes up with a solution! By utilizing AdminDroid alerts, you can easily
monitor and keep track of over 1500 user activities. This will help you stay informed and quickly identify any changes

that require prompt action.

Here are some simple steps to deploy AdminDroid alerts in your Microsoft 365 environment.

A

Create

Create policies for events you
want to keep track of.

AdminDroid allows you to create a
new alert policy for any activity,
regardless of its complexity.

Optimize
Too many alerts will spoil its
real purpose.

You can optimize your alert policies
by using our broad spectrum of
special features.

Q@

Engage
Never miss an important

alert.

As not all the alerts need the same
level of attention, you may
customize the alert policies in a
way to prioritize the events that
matter the most.

Action

Investigate and resolve the

alerts.

As a final goal, investigate the
triggered alerts and take necessary
actions.




[ CREATE

How to create an alert policy?

You can create AdminDroid alert policies in two ways. Let’s see how to deploy an alert policy in a detailed manner.

Default Alert Policies

To help administrators quickly deploy effective alerts, AdminDroid provides a collection of predefined alert policy
templates for common monitoring scenarios. These templates are available on the ‘Policy Templates’ page.
We have classified default alert policies based on two categories,

Severity: It's important to include severity alerts to address serious issues faster. Some alerts require immediate
attention while others can be handled later on. AdminDroid’s severity levels includes,

(@ sovere] [o Hign| [ viedium| [o tow ] [#1nio]

Labels: AdminDroid includes a notable set of default alert labels such as configuration changes, external sharing,
information governance, permission, risky sign-ins, threat management, and traffic monitoring. You may apply
custom labels for easier classification of alert policies.

How to deploy default alert policies?

e You can select any one of the 85+ default alert policies you want to deploy on the ‘Policy templates’ page.
e C(Click on Preview and Deploy.

e You may change the alert settings, recipients, name, severity, label, etc., and deploy the policy.

Let's see the classification of alert policies based on labels.

e Configuration Changes e External Sharing
e Traffic Monitoring ¢ Information Governance
e Permission e  Risky Sign-ins

e Threat Management




Configuration Changes

Here, policies related to configuration changes are listed. Detailed information on configuration changes, such as
user licenses, ATP settings, directory settings, domains, DLP policies, ATP default policies, disabled users with MFA,
group owners, and licenses assigned to external users, is available in these reports.

Disabling 0365 audit logging

Creates an alert i the agming tum off the Offioe 555 sucit log in their angenizetion.

Mailbox audit bypass setting change
Createn an alert when mailbox sudit logging io bypeaced or the bypaos ie revoked for mailboxes in your organization

User license changes
Createn alarts if any of the Offioe 365 livenoes have bean aonignedirevokad for 8 user in the argenizestion.

Advanced Threat Protection configuration changes
Creates an slert if any of the Advanoed Threst Protection configurationa heve besn changsd in fhe organizetion

Directory setting changes
Createn alerio whenever & uoer hao changed the directory astiing i the orgamzation.

Domain changes
Creatsg slerto if sny domein oeftings have been ohanged in the organizmtion.

¥

OneDrive access restriction changes
Createo an alert when Orelrive sooeos resdnotion eething io snebled or diasbled or upcated by the admin

Data Loss Prevention configuration changes
Creatsg an slert whenever s DLP gonfiguration hag been ahanged in the orgamization.

ATP default policy changes

MFA dizabled users

Createg slerto whenever the MFA femtune io disabled for @ uoer in the argenizetian.

Group owner changes
Createa an alert having = Fat of woars who were adoed to ar remaved from any of the group ownerahip in the organization

Conversion of private teams to public teams
Createn an alert whenever a private feam i converied to 8 publio feam.

License assigned to external users
Createn an slert lioting ol the newdy sosigned (ffioe 365 hoenges to sxtemel uters.

Elocking users' sign-in

Creatan an slart when a Losr acoowTts oign-in io bivokes.

Enterprise application creations
Creates an alert when an smtempice appiication i sdted and registered in your Microaoft Sntra tenant.

Service principal addition
Createn an alert when a oenvce prinoipal in scced to the orpanization

Credentials additions to service principal
Createn an slert wien new onedentialo sne added fo the oervioe principey,

User password changes
Createn an alert wihen & Loers Bc0oUnt DaGEWoTT s ohanges.

Cresten sierts whensver the Agvenced Threer Proteotion oettingn for defawk polioy heve besn ohenged in the argenizetion.

B Configuration ehanges

W Configuration changes

B Configaration changes

B Configuration changes

B configuration changes

W Configuration changes

B Configuration changes

B Configuration changes

] Conheguration changes

B Configuration changes

a Confeguration changes

B configuration changes

B Configuration changes

| ] Confeguration changes

B Configuration changes

%] Conheguration changes

B configuration changes

B configuration changes



External Sharing

Activities related to external sharing, such as anonymous link creations, unusual volume of external file sharing and
external user file access activities, resources accessed using anonymous links, and unusual number of site invitations

shared to external users are detailed in these reports.

Anonymous link creations

Cresates an alert with a list of new anonymous link created by users in the organization. @ External sharing

Unusual volume of external file sharing

Creates an slert with a list of users who recently shared &n unususl number of files with any external users. @ Extemal sharing

Unusual external user file access activity
Creates an alert if any unusual volume of file access activity by external users is detected by comparing the same day in the previous weeks' B Extemnal sharing
file sccess activity.

Resources accessed using anonymous links
Crestes an alert having 8 iist of SharePoint or OneDnive files which is more accessed by comparing the previous day's file access activities. it B Extemnal sharing
fets you ensure thet & file is not shared wrongly on any public site.

Unusual number of site invitations shared to external users

Creates an alert when an unusus! number of site invitations shared to external users by comparing the same day in the previous week @ Extemal sharing

Traffic Monitoring

Reports on mail traffic enable admins to identify unusual email activities and follow appropriate procedures to
reduce security risks and stay in compliance. Events related to traffic monitoring such as DLP rule matched mails,
mail flow configuration changes, mailbox non—owner access, and sign-ins based on application are listed under this
label.

Unusual number of mails sent to external domains

Creates an alert when an unususlly high number of emails are sent from internal to external domains in the organization @ Traffic monitoring

DLP rule detected mails

Crestes alerts whenever any mail marches the Data Loss Prevention rule configured in the organization. @ Traffic monitoring

Bulk email deletion performed by users

Creates an alert whenever a user deletes 8 large number of emails in Outlook. @ Traffic monitoring

Mail flow configuration changes

Creates an slert if any of the mail flow configurations are changed. W Traffic monitoring

Mailbox non-owner access
Crestes an alert if an unusus! number of non-owner access of any mailbox is detected by comparing the same day in the previous week's @ Traffic monitoring
ROMN-OWNer 8CCESS activity.

Sign ins based on application

Creates an alert by comparing the previous and current week’s sign-ins of each spplication available in the organization. W Traffic monitoring




Information Governance

Under information governance, admins can track events, such as unusual volume of file deletions, Teams private
channel creations, eDiscovery search creations & exportations, accessed OneDrive files, SharePoint DLP rule

matched documents, etc.

Break glass account sign-ins
Creates an alert when the break glazs sccount [emergency sccess scoount) in your organizstion performs & sign-in. You can edit the policy's fifter and use your
organizetion’s sciusl bresk glass sccount n the Signed-in Lizer fifter

Unusual volume of file deletion
Createz an alert with & izt of users wiho recantly geleted an wnusus! numiber of files in SharsPoint or Onelrive in the organization.

Exchange management group role assignments
Createz an alert when 8 new Exchsnge mansgement role group ssaignment operstion iz performed.

Teams private channel creations
Createz alerta whenever 8 private channe! iz created in Teams.

eDiscovery search created
Creafes aterts when 8 user cregted an eflizcovery search or content search in the onganizetion.

eDiscovery search exported or previewed
Creates alerts when 8 user previewsd or exported any of the elfscovery or content search reauifa.

File sharing by external users via Teams channels
Creates siertz when the externsl vaers shere files or folders through Microsoft Tesms channels.

Verified domain additions
Creates an alert whenever 8 venfied domain iz added fo the onganization.

Unusual volume of anonymous link creations
Createz an alert with & lizt of usere who creates an unugual number of snonymows links in 5P0 or Onelvive in 8 day.

Accessed notes in OneNote
Creates an alert with & list of scoessed noteg by cOMpParing the previous wesk's and cument weak's secessad notes in OneNate.

Accessed OneDrive files
Creates an alert with & list of sceessed files by comparing the previous week's and cument wesk 'z secessed fifes in Onelnve

Accessed SharePoint files

Creates an alert with & ligt of scoessed files by eomparing the previous week's and cument week's acceased files in SharePoint.

SharePaoint DLP rule matched documents
Creates aierts whenaver any of the SharePoint documents matoh the Dete Loss Prevention rle configured in the orgamnizstion.

SharePoint documents’ sensitivity mismatch detections
Creates an alert when 8 documeant with high priovity senaitivity fabel! is created or updated within 5 site with low prionity lsbel.

Shared mailbox sign-in detection
Createz an alert for direct sign-in sttempre to ahared mailboxes, helping identify potentizl misuge or configuration izsues.

Azure AD successful PowerShell authentication
Creates an alert when the user succeastully suthenticates Azure Aotive Directory uaing PowarShail.

| ] Informiation govermnence

0 Informistion govemance

0 Information govemnance

0 Information govemance

I Informiation governanoe

1 Informetion governanoe

W Informiation govemnanoe

I Information governance

0 Information governance

I Information govermnance

0 Informiation govermnanoe

1 Information governanoe

0 Informiation govermnance

0 Informstion governance

0 Informtion govemance

I Information governance



Permission

Configuration changes related to permission, such as elevation of administrative privileges, admin consent to

applications, teams channel ownership changes, and re-enabling blocked user accounts are listed in these reports.

Elevation of Global admin privilege

Crestes an slert when & user is added 1o the globs! admin role i the organization. @ Permizsion

External user addition

Creates an alert whenever an external Liser is added to the orgamization. @ Permizsion

Elevation of Exchange admin privilege

Creates alerts if & user gets added to the Exchange admin role in the organization. B Permizsion
OneDrive site collection admin added o
Cregtes an alert if an admin is provided access to & user's Onelyive site collection. You can use this to identify unauthorized ar unexpected data accesses if any. B Permizsion
Granted mailbox permission o
Creates an glert whenever an administrator grants maibox permissions to & user, B Permizsion
Admin consent to applications o
Cregtes an alert having & list of consents given fo any applications by the admins in the organization. B Permizsicn
Elevation of administrative privilege T
Creates alerts when & user gets added to any of the admin roles in the organization. @ Permizsion
Users removed from admin role permission o
Cragtes an alart whenever sdmin role permissions are revoked from the users in the organization. B Permizsion
Teams channel ownership changes ez
Cragtes an alert with & fist of newly changed ownership in the Tesms channels. B Permizsion
SharePoint sharin licy changes

B ROy £ B Permizsion

Creates alerts whenever changes are made o the organization's SharePoint sharing poficy.

Site permission level changes in SharePoint

Creates an alert by comparing the changes in sife-fevel pemmissions between the previous and cument week in SharePor. @ Permizsion

Re-enabling blocked user accounts e
Ccreates an alert when an admin enables any of the previous!y sign-in disabled user sccounts in the organization. 8 Permission

Owner addition to service principal

Cregtes an alert when & new owner is added to the senvice principsl within the organizatian, B Permizsion

App role assignment grants to users

Creates an alert when &n anp role ASSignmeant is gramted 1o 8 user B Permizsion




Risky Sign-ins

Risky sign-in activities, such as an unusual volume of sign-ins blocked by access policies, an unusual volume of admin

login failures, sign-ins from anonymous IP addresses, and all failed activities are listed in this report.

Unusual volume of sign Ins blocked by Access Policy
Cresates an alert if an unusual number of sign-ins blocked due to access policy by comparing the same day i the previous week's blocked sign- B Risky sign-ins
ins.

Account lockouts due to incorrect sign-in attempts e
Creates an alert whenever account lockouts ocour due to users' incorrect sign-in attemprs. W Risky sign-ins

High level risky sign ins I
Creates alerts if & high-level risky sign-in is detected for 8 user in the organization. @ Risky sign-ins

Unusual volume of admins’ login failures
Crestes an alert whenever an unusual volume of admins' login failures has been detected when compared to the same day in the previous week's B Risky sign-ins
failed logins.

Unusual volume of user login failures e —
Creates an slert when the user legins fail unusus! number of times in the organization. @ Risky sig-ins

Users failed to pass MFA challenge P——
Cresates an alert whenever users fail an unusually high number of times to pass the MFA challenge while signing into the organization. W risky sig-ins

Unlikely travel risk detections

Creates alerts if an impossible travel risk is detected for any users in the organization. W Risky sign-ins
Sign ins from anonymous IP address o
Crestes alerts when & user sign-in from an anonymous IF sddress risk is detected in the organizetion. @ Risky sign-ins
Admin confirmed user compromised T
Creates alerts whenever admins confirmed a risky user 85 compramised in Azure Active Directory: @ Risky sign-ins
All confirmed risky sign-ins I
Creates an alert when the risky sign-ins are confirmed as remediated, dismissed, and compromised. @ Risky sign-ins

Users' risky sign-ins with detailed Info N
Creates an alert whenever risks are detected in user sign-ins in the arganization. W Fisky sig-ins




Threat Management

Threat-causing events, such as the creation of external forwarded rules, admins-forced user password resets,
unusual anonymous user file activities, resolved risky sign-ins of users, blocked user login attempts, and more can be

managed from these alert policies.

Creation of external forwarding rule

Cregtes alerts wien & new extemnal forwarding email e is creafed in Outlook by the users. @ Threat Management
Malware detection in SharePoint and OneDrive files

Crestes an alert whenever 8 malware file is uplosded to SharePoint ar OneDrive document libraries. 8 Threst Management
Unusual volume of files deleted by external users

Crestes an alart when extemel users defete an unusually high volume of files in SharePoint or OneDve. 8 Threet Management
Malware campaign detected after delivery

Creates an aert with & list of new malware mails delivered to the users. B Threst Msnagement
Safe Link Threat Policy Disabled o

Creates an alert when g safe link rule is disabled in your Microsoft 365 organization. U L
Safe Attachment Rule Disabled

Crestes an alart when & safe sttachment nule is disabled in your Microsoft 365 organization. 8 Threst Management
Malware filter policy and rule removals

Creates an alert whean a malware fifter policy or nile is removed or disabled in your orgamization. B Trreat Management
DKIM signing config changes

Creates an alert wihen DKiM signing configuration is enabled or disabled for any domain in yow organization. By defawll, DKIM signing is @ Threat Management
anatied

Teams impersonation detections

Creates an alert whan impersonation sitempts from extemal message senders are idemiified. I Threat Management
Admins forced user password reset

Creates an alart when an admin forces password reset for 8 user fo avoid any security breach @ Threst Mansgement
Anti-phish policy creations and changes

Creates alerts wirenever an antiphish policy is created or updated in the organizsiion B Threat Management
Unusual anonymous user file activities

Crestes an alart contsining records of anonymous users who have done unusus! volume of file sctivities within shovt period. 8 Threet Management
DLP rule matches detected in Teams

Creates an alert when any shared files in Teams chat or channel messages match the Data Loss Prevention rule set up by the organization. 8 Threst Management
Unusual volume of users’ daily login failure summary

Creates an alert having & list of users whose failed logins increased by comparing the same day in the previous week's failed login sctivities. 8 Threst Management
Unusual volume of file downloading activities

Creates an alert when unusual number of file download sctivities happen in the organization. 8 Threst Management
All failed activities

Crestes & single alert by comparing the previous and curment week's failed activities for every workioad. @ Threat Management
Resolved risky sign-ins of users

Creates an et when & users risky sign-in gels resolved. @ Threat Management
Blocked user’s sign-in attempts

When sign-in blocked users try to login, create an alert with 8 list of all attempted users with their login details such as location, device etc. @ Threst Management



Customized Alert policies

You can create your own new alert policies for activities that you want to track in your organization.
AdminDroid supports both Activity-based alerts and Property-based alerts to help you monitor your Microsoft 365
environment effectively.

Activity-based alerts monitor user and administrative actions across Microsoft 365. The New Events, Threshold, and
Comparison alert types help you detect new activities, identify unusual activity volumes, and compare activity trends

over time.

New Events Threshold Comparison

Stay informed of any crucial You can define a Threshold to Analyze activities over past

activities happening in your alert you when the occurrence periods with the Comparison

organization by configuring of events falls within your alert type. The past period

New Events. threshold. Say when a user’s includes daily, weekly, and
login fails more than 10 times same day comparisons from
in a minute. the previous week and month.

Property-based alerts monitor changes to important Microsoft 365 attributes and configurations. The New
Change alert type helps you track updates to critical properties and receive notifications whenever a monitored value

changes or matches specified conditions

g

New Change

Never miss important property updates using the New Change alert type. Receive notifications when
a monitored property value changes or meets the defined criteria.
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When Can We Use New Events?

New event alerts will notify you of critical activities happening in your organization. You can stay on top of all

suspicious activities such as admin role changes, malware emails, license changes, high-risk logins, and so on.

Customization Available:
Further, you can customize how you get alerts for important events.

Single alert:

Get one alert for all new activities grouped together.

Separate alerts:

Receive individual alerts for each new activity.

Explore advanced customization

Few Use Cases:
User added to Global/any administrator role:

The global administrator role holds the highest level of privileges within an organization. It enables one to
manage, control, and monitor access to critical resources. Taking care of role changes from a user to a global or
any domain admin is necessary. Configure this alert policy to get notified when a user is added to the global/any

admin role in the organization.

License changes:

As you know, users will require the appropriate licenses to access Microsoft 365 services. This policy will trigger
alerts when any of the Microsoft 365 licenses have been assigned/revoked for a user in the organization.
High-level risky users sign-ins:

High risky sign-ins denote a sign-in attempt may be malicious or associated with compromised credentials. By
configuring this policy, admins can get informed when high-level risky sign-in is detected for a user in the

organization.
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When Can We Use Threshold?

You can specify the number of times an action can happen before an alert is raised. If the actions surpass the given
Activity measurement, then you will get notified. Activities such as bulk file deletions, an unusual amount of external

file sharing, anonymous link creation, and so on can be captured with ease.

Customization Available:

Activity measurement:

You can set activity measurement when you are configuring threshold and comparison alerts. Here, you can

specify the increment/decrement of event count along with time measurement.

Single/Separate alerts:

Same as ‘New Events’. While configuring the ‘Threshold’ alert type, you can choose between receiving a single

alert or separate alerts.

Scope:

Scope lets you target alerts based on specific properties instead of evaluating events across the entire
organization. Say for example, you can track failed sign-ins for individual users rather than counting all failed
sign-ins organization-wide.

Explore advanced customization

Few Use Cases:
Unusual file deletion:
You may notify admins when a large number of files are removed in SharePoint/OneDrive by setting up a
threshold alert. Include ‘deleted by’ as the scope to figure out who caused the unusual activity.
Higher number of files/folders sharing with external users:

When a user shares a large number of files/folders with external users, there is a high risk of information
leakage. Configure threshold alert along with ‘operation performer’ as scope to list the users who performed

external file/folder sharing.

Unusual anonymous sharing link creations:

In most cases, not all content in an organization is suitable for anonymous sharing. Configuring a threshold along
with the ‘Link created User’ will display the users who have created unusually high numbers of anonymous

sharing links.
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Spike in failed user sign-ins:

If you find an increasing number of failed user sign-in attempts, it indicates the signs of threat. Configure
threshold alert along with ‘logged in user’ as scope to determine which user account is involved in high failure

attempts.

When Can We Use Comparison Alerts?

Comparison alert is an intelligent technique used for past trend reports and gives out the best outcome when it is
combined with the scope feature. Comparison alerts can be used for both reporting and alerting purposes.
Customization Available:

Activity measurement:

You can set Activity measurement when you are configuring threshold and comparison alerts. Here, you can
specify the increment/decrement of event count along with time measurement.

For advanced customization:

Same as ‘New Events’. While configuring the ‘Threshold’ alert type, you can choose between receiving a single

alert or separate alerts.

Scope:

Scope refers to fine-tuned alerting, triggered by specified attributes that allow targeted alerts instead of org-
wide ones.

Explore advanced customization

Reporting Use Cases:

Comparison of events between past periods is possible. A detailed summary of events such as user logins, email traffic,
file accesses, and so on for every day/week/month will hit your respective emails. Include scope to boost the power of
comparison alerts.

2

Activities measurement is not required for reporting purposes



User logins trends:
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To avoid unusual sign-in activities, it’s important to monitor who is logging in and how often. Configure

comparison alerts to analyze the differentiation of user activity count with past behavior activities. Include

‘Logged-in user’ as the scope to know which user logins differ from the past period.

Alert ID :  Alert Message
I - #3 5 Logged In User recorded high logins on Sep 2021 compared ...
Logged In User k:;;gg;? Logins i;:;:;us e
(Aug-2021)
Magnus@admindroid.com 33 Logins 12 Logins
Robert@admindroid.com 442 Logins 99 Logins
Brandon@admindroid.com 80 Logins 54 Logins
Halpert@admindroid.com 64 Logins 29 Logins
Stefen@admindroid.com 123 Logins 65 Logins

Email traffic:

Generated Time :

21 days ago

Events Increased

+21 Logins (+175%)
+343 Logins (+346%)
+26 Logins (+48%)
+35 Logins (+120%)

+58 Logins (+89%)

Email traffic must be tracked by organizations that rely heavily on email communication. Mailbox traffic reports

provide crucial details such as the volume of spam entering your organization's mailboxes, the users who send

and receive the most mail, and the users who receive the most junk and malware. Configure comparison alerts

to analyze the differences in email traffic with past behavior.

Alert ID :  Alert Message
I - #2 9 Name recorded low event on Sep 2021 compared to previou...
Nome e |G
(Aug-2021)

Noah@admindroid.com 30 events 13 events
Robert@admindroid.com 19 events 8 events
Halpert@admindroid.com 13 events 7 events
Magnus@admindroid.com 19 events 8 events

Stefen@admindroid.com 13 events 7 events

Generated Time g

21 days ago

Events Increased

+17 (+130%) -
+11 (+137%)

+6 (+85%)

+11 (+137%)

+6 (+85%)
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Accessed SharePoint/OneDrive files:

Admins can manage the traffic analysis by tracking the files accessed from SharePoint/OneDrive. Configure

comparison alerts to analyze the traffic of SharePoint/OneDrive access entries with past period activities.

Include ‘Accessed file’ as scope to know which file access activity differs from the past period.

Last Week OneDrive

Accessed File
2021 - Sep-18-2021)

Stakeholder analysis plan

Meeting minutes

Alerting Use Cases:

file accesses (Sep-12-

19 OneDrive file acc...

89 OneDrive file acc...

Previous Week
OneDrive file
accesses (Sep-05-
2021 - Sep-11-2021)

12 OneDrive file acc...

51 OneDrive file acc...

Events Increased

+7 OneDrive file acc...

+38 OneDrive file a...

If you find an unusual rise or fall in the number of events compared to the past period, then you can trigger

comparison alerts. By doing so, complications in manually defining a threshold condition are reduced. Here are a few

use cases in which using Comparison Alerts may be quite beneficial.

Activities measurement is required for alerting purposes to include necessary conditions

Comparison of events between past periods is possible. A detailed summary of events such as user logins, email traffic,

file accesses, and so on for every day/week/month will hit your respective emails. Include scope to boost the power of

comparison alerts.

Login Failure Count Summary

- =

Alert Preview Console

d create & perfect alert policy

Select Activi
elect Acivity Audit > Azure AD > User Logins
_— 2 Merts
Filter : Add Filter 06 Aug 10 Sep
2023 Alert Period | All Time | # 2022
Alere Settings + O New Everts () Threshold ® Compare
Compare To [P AlertID : Alert Message : Generated Time
Acsvics Measurement ¢ Min[ 32 P — I + ® 7 users on Aug 4th Week for ‘User Login Failed " (.. 8daysago
Scope < Loggedin User I +  # 4 users on Aug 2nd Week for 'User Login Failed " (.. 22 daysage

v What's Scope?

Create separate alert for each matching 'Logged In User' ©

Wnen the number of Users for the same 'Logged In User" in the last week
increase by at least 2 events over the previous week, a separate alert is
generated for each 'Logged In User'. The slers display the sctual User count
of the respective 'Logged In User' during that interval along with increased
percentage.

Email Notfication Send Email Notification

Showing 1-2 of 2 Alerts

Refresh Alert Preview Automaically refresh the alert preview when | modify the policy
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Spike in admin login failures:

When admin login failures are happening often lately in your organization, you may want to track the activity
measurement of such suspicious events. In that case, you can opt for comparison alerts to monitor whether the
failure count is increasing or decreasing over past periods. Include ‘Attempted Admin Account’ as scope to

precisely find alerts for the respective admin accounts that match the policy condition.

Admin Login failures-cmp Alert Id - #4745
® Seyere  Generated at 10/25/2021 2:21:20 PM

Last Month Previous Month
Sep-2021 Aug-2021
s
1 2 Admin login failures 5 Admin login failures

7 Admin login failures increased

12 admin login failures on Sep 2021 for 'Magnus Carlsen’
(7 higher than previous month)

View in AdminDroid

Increase in external user activities:

As the services having external user permissions are at high risk of being involved in security breaches, it is
important to have a close watch. Here you can opt for a comparison alert to monitor the frequency of an
external user’s access to a targeted file/site/mailbox. Include ‘File accessed’ as scope to identify the targeted file

location where the external user activities differ from the past period.

External User activities-cmp Alert1d : -

® Severe  Generated at 8/1/2021 8:00:00 AM

Last Week | Previous Week
Jul-25-2021 - Jul-31-2021 Jul-18-2021 - Jul-24-2021
Vs
2 1 External user file activities | 10 External user file activity

11 External user file activities increased

21 external user file activities on Jul 4th Week for 'File Accessed'
(11 higher than previous week)
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Unusual numbers in anonymous sharing link usage :

Public access links have a major risk of allowing unrestricted access to sensitive data. Here you can opt for a
comparison alert to get notified if anonymous link accesses continue to increase day by day. Include 'Shared file'

as a scope to get informed when access to the same shared file differs from the previous period.

Anonymous sharing link usage-cmp Alert Id : #4935

® Severe  Generated at 10/26/2021 6:40:09 PM

Last Month | Previous Month
Sep-2021 Aug-2021
P \s g
28 Anonymous sharing link usages | 16 Anonymous sharing link usages

12 Anonymous sharing link usages increased

28 Anonymous sharing link usages on Sep 2021 for 'Meeting
minutes'
(12 higher than previous month)

View in AdminDroid

Excess mailbox non-owner access:

As non-owner mailbox access activities might involve fraudulent activity, it's important to examine if non-owner
mailbox access events fit the business context to detect anomalies. To help you with this, you can set up a
comparison alert that triggers when there is an increase in non-owner access activity compared to the usual
count. Include ‘Accessed by’ as scope to get informed about the mailbox accessibility of non-owners that differs

from the previous period.

Mailbox non-owner access-cmp Alertid : -

® Severe  Generated at 10/24/2021 8:00:00 AM

Last Week | Previous Week
Oct-17-2021 - Oct-23-2021 Oct-10-2021 - Oct-16-2021
Vs
162 Mailbox non-owner accesses | 92 Mailbox non-owner accesses

70 Mailbox non-owner accesses increased

162 mailbox non-owner accesses on Oct 3rd Week for
'Stefen@admindroid.com’
(70 higher than last week)
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Failed activities:

If you notice failed operations occurring regularly in a specific Microsoft 365 service, it could indicate an
underlying issue that needs to be addressed. Here you can opt for a comparison alert so that whenever the
failed activities increase than the normal number, you will get notified. Configure ‘Performed by’ as scope to

know whose activities differ from the past period.

Failed activities-cmp Alert Id : #5021

® Severe  Generated at 10/28/2021 12:16:58 PM

Last Month | Previous Month
Sep-2021 VS Aug-2021
1 5 Failed activities | 1 0 Failed activity

5 Failed activities increased

15 failed activities on Sep 2021 for 'Brandon@admindroid.com'
(5 higher than previous month)

View in AdminDroid

When Can We Use New Change?

New Change alerts help admins monitor the changes made to critical properties, such as sign-in status, location, phone
number, MFA device details, user type, display name, storage quota, and more.

You can receive alerts whenever a property’s value changes or matches a configured value.

Customization Available:
Further, you can customize how you get alerts for important events.

Property changes:

You can select the property you want to monitor and receive alert notifications when its value changes.

When to be alerted:

Choose how the alert should be triggered. You can either get alerted when the property’s value changes
or matches the value you specify.
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e Property changed: Receive an alert whenever the selected property's value is modified/changed.

Create Alert Policy for 'All Users'

Alert Settings () New Events () Threshold () Compare (@ New Change
Property : Sign-inStatus ¥
Alertwhen :| Onchange ¥
| A separate alert is generated when Sign-in Status of a User changes.
Notification

: ‘ Configure Your Notification Via
Email and Teams!

e “Set as” value matched: Receive an alert when the property's value matches the specified condition
or value that was set.

Create Alert Policy for 'All Users'

Alert Settings ) New Events () Threshold () Compare (@ New Change
Property : City v
Alertwhen :| Setas v |-Selectvalue- -
Bangalore
A separate alertis g gelleyue of a User is not set.
chennai
Notification ‘ Configure Your Notificati Chennai
Email and Teams!

Columbus

Separate alerts:

A separate alert is generated whenever there is a new change on the selected property. This helps admins to
track individual changes with greater precision.

Few Use Cases:

1. Per-User MFA enforcement status changes

Disabling Per-User MFA can increase the risk of unauthorized access, unless MFA is enforced through another
policy. Configure this alert type to get notified whenever per-user MFA is disabled for a user, allowing admins
to quickly identify the changes.



Create Alert Policy for 'All Users'

Alert Settings

Last logon activity

Property

Alert when

" (O NewEvents () Threshold () Compare ® New Change

Per-User MFA Status ¥

Setas ¥

# Disabled = Enabled

% Enforced v

A separate alert is generated when ever the Per-User MFA Status of a User
is set as Disabled, Enabled, Enforced.
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Get alerted when user accounts become inactive for longer than expected or crosses a specified threshold,

helping you identify stale or dormant accounts that need attention.

Create Alert Policy for 'All Mailboxes'

Alert Settings

Notification

Property

* (O New Events (O) Threshold () Compare ® New Change

Last Logon Time ¥

Alert when

Asepqr

will bg

C

Before =

Before
After

15 days

Enerated to notify when Last Logon Time of a Mailbox
day.

A

Configure Your Notification Via
Email and Teams!
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3. Sudden increase in group members count

You can use this alert type to get notified when a group’s membership exceeds a specified limit. For example,
you can configure an alert to trigger whenever a group grows beyond 20 members.

Select Activity : All Users’ Group Membership v @

. # User and License Insights > User Analysis Reports > Group Membership
Tenant @ All Tenants (.. =
Filker : Add Filter

AlertSemings () New Events () Threshold () Compare ® MNew Change

Property : @Group Member Count v

Alert when Countis = | Equal Members

Equal
A separate alert is gene mber Count of a Group
membership is Equal 20 Less Than

Less Than Equal

Motification ‘ ‘ Configure Your Notification | Greater Than

Email and Teams!

Greater Than Equal

4. Granted site admin access to external user

Granting site administrator privileges to external users can provide broad control over a SharePoint site.
Configure this alert to receive notifications whenever an external user is assigned site admin rights.

Select Activity : External Users in Sites v &

.5 » All Reports » SharePoint > Insights = Site Users > External Users by Site

Tenant :  All Tenants (.. ~

Filter : Add Filter

Alert Settings - () New Events () Thresheold () Compare ®) New Change

Property :  IsSite Admin v

Alertwhen : External user Is Site Admin

| A separate alert is generated when ever a External user Is Site Admin.

Notification  : ‘ ‘ Configure Your Motification Via

Email and Teams!
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Manager changed for a user

A user's manager is often used in approval workflows, organizational hierarchy, performance management,
and access governance processes. Configure this alert type to get notified whenever a user's manager is
assigned, updated, or removed.

Select Activity @ All Users Al

...ts ® Entra * Insights * User and License Insights = User Reports = All Users

Tenant : Al Tenants [.. *

Fileer : Add Filter

Alert Settings : ("1 New Events () Threshald ) Compare (@ Mew Change

Property : User's Manager v

Alertwhen :  On change ~

A separate alert is generated when User's Manager of a User changes.

Motification ‘ Configure Your Motification Via

Email and Teams!
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OPTIMIZE

How can you optimize your alert policies?

When the number of alerts generated increases, managing them becomes more challenging. This is where your alert
policies need to be optimized. To optimize your alert policies, AdminDroid has included some unique features such as:

@® Scope ® Group Similar Alerts @ Alert Preview Console

Scope
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Scope - Granular alerting based on the attributes you specify

Instead of sending out organization-wide alerts, you can use Scope to accomplish focused alerting that raises alerts
based on the attributes you define. If you don’t specify any attribute, then the scope of the alert policy will get

considered as the entire organization.

When Can We Use Scope?

Say you need to monitor the user sign-in attempts when it reach a threshold of 5 logins in 10 minutes, you can refer to
the All User Logins report inside AdminDroid.

With Scope:

Based on a single property:

In this case, if you define ‘Logged in user’ as scope, alerts will get generated for each logged in user.

Alert Preview Console

SelectAaiviy A""L}Sf{ Lfslgﬁ} ) . .2 Validate and creste a perfect slert policy
Fiker : AddFiter - 10 Alerts s
E00AM Alert Period Al Time £ 4:40PM
Alert Sewtings : O New Events @ Threshold O Compare
Acsivities ©  Greater than - 5 evenss D I AlertMessage i Generated Time
n © 10 Minutes - | - #0 11 logins in 10 minutes for GradyA@minionss.onmicrosoft.com... 2hoursage.
Seope * Logged In User Logged In User Logins Count Event Windaw Firsteventseenon®  Lasteventseenon®  Configu
v What's Seope?
GradyA@minionss.onmicrosoft.com 11 Logins. 7 minutes & 230911 Z1200PM  23/09/1121900PM  Morethi
J 3

Create separate alert for each matching "Logged In User' ©
+ 6 logins in 10 minutes for GradyA = fcom(... 2days
Whnen the number of Logins for the same ‘Logged In User exceeds 5 within ogins in 10 minutes for GradyA@minionss.onmicrosoft.com ( vsee
10 minutes, & separate alert s generated for each Logged In User". The
alerts display the actus! Login count of the respective ‘Logged In User'

+ 7 logins in 10 minutes for GradyA@minionss onmicrosoft.com (.. 3daysago

Email Notfication ¢ [ Send Emall Notfication + w7 9 logins in 10 minutes for GradyA@minionss onmicrosoft.com (.. 4daysago

Recipients .
+ #6 6logins in 10 minutes for GradyA@minionss onmicrosoft.com (... 5 daysago
m3@minianss.onmicrosoftcom

@
Daily Notificaion Limi + o o# 13 logins in 10 minutes for GradyA®minionss.enmicrosoft.com... 10 days age

24~

) | + 18 logins in 10 minutes for GradyA@minionss.onmicrosafi.cam.. 10 days age
| + #3 10 logins in 10 minutes for GradyA@minionss.onmicrosoft.com... 10 days age.

+ 9 logins in 10 minutes for GradyA@minionss.onmicrosoft.com (.. 10 days age
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Based on multiple properties:

Say you need to monitor the user sign-in attempts for a specific application when a user tries to log in 5 times in 10

minutes. In this case, if you define both ‘Logged in user’ and ‘Application’ as scope, alerts will get generated for

each logged in user and the application combined.

Analyze data in multiple dimensions by using multiple scope properties

Alert Preview Console
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Setect Actvty .= Valigate and ereate a pertect slert paliey
e _ 10 Alerts
Filter : Add Filt 28 Aug 11 5ep
S10AM  AlercPeriod Aug28,2023-Sepi1,2023 | £ 450PM
Alert Settings ts @ Threshold O Compare
AertiD. i AlertMessage i Generated Time
Greater than 5 evens
" : 10 || Minetes - I - #0 6 logins in 10 minutes for ‘GradyA@minionss onmicrosoft.com.. 2hours ago
ceope = Logged n User Logged In User Appication Logins Count Event Window First event seen
Application v WnatsScope? GradyA@minionss.onmicrosoft.com Office365 Shell WCSS-Clent SLogins 1 minute @ 239711 21300
T »
Creste separate slert for each matching ‘Logged In User | Application’ & I + 18 logins in 10 minutes for ‘GradyA@rminionss.anmicrosoft.co... 10days ago
When the number of Logins for the same Logged In User and Application’ i}
e e e + = 12 logins in 10 minutes for GradyA@minionss.onmicrosoft.co.. 10 days ago
each Logged In User and Application’ combination. The alerts display the
actual Login count of the respective ‘Logged In User and Application’ I * & logins in 10 minutes for ‘GradyA@minionss.onmicrosoft.com. 10 days ago
<ombination.
I +  # 11 logins in 10 minutes for ‘GradyA@minionss.onmicrosoft.co... 1 days ago
Emai Notificaton ¢ [ Send Email Notificstion
Recipients I + s 7 logins in 10 minutes for m3@minionss.onmicrosaft.com| O.. 13 daysago
mEBminienss anmicrazaficem I + # 20 logins in 10 minutes for ‘m3@minienss.enmicroseft.com| O 13days ago
-
Use = comms (] I + & & logins in 10 minutes for m3@minionss.onmicrosof:.com| O... 14 days ago
Daily Notification Limi
i I + w 9 logins in 10 minutes for m3@minionss.onmicrosof:.com| O... 14 days ago
I + # & logins in 10 minutes for GradyA@minionss.onmicrosaf.com.. 12days ago

Without Scope:

In contrast, if you don’t define any scope, it will check org-wide, and an alert will get generated grouping all user

sign-ins.

Alert Preview Console
Select Actvity All User Logins .z Valigate and creats & perfect slert policy
Audic > Azure AD > User Logins
o 10 aterts
Filter : Add Filter 01 5ep 11 5ep
SzZ0PM AlertPeriod  Sep1,2023-Sep 11,2023 # 450PM
Alert Sestings : O NewEvents @ Threshold O Compare
AertID t Alert Message : Generated Time
Greater than ~ 5 events
. 10 Minoee - I - %0 11 logins in 7 minutes (6 over the threshold) 2hoursago
Login Time Logged In User Operetion Appiicat
Scope 5
What's Scope? N
23109111 21816 PM GradyA@mirionss onmicrosoft.com User Logged In admi
e TS D T e I 23/09/11 218:14PM GradyA@mirionss. onmicrosofe.com User Login Failed g
generated that groups all new Logins; i alsa displays the total number of
P 230911 21310 PM GradyA@mirionss.onmicrosoft.com User Logged In Aami
23/09/11 21306 PM GradyA@mirionss.onmicrosoft.com User Logged In offic
Email Notification : end Email Notification
Send Email Notifica 23/09/11 2:13:06 PM GradyA@minionss.onmicrosoftcom User Logged In offic
Recipients
230811 21205 PM GradyA@mirionss onmicrosoft.com User Logged In Admi
m3@minionss.onmicrosofecom v 5
23/08/11 21304FM GradyA@miionss.onmicrosoft.com User Logged In offia
a
mma (] o s 23/09/11 21304PM GradyA@minionss.onmicrosoft com User Logged In offic:
Daily Notification o -
24~ al >
I +  # 11 logins in 5 minutes (6 over the threshold) 2 days ag0
| + 3 6 logins in 3 minutes (1 over the threshald) 2days ago
I + % 7 logins in 8 minutes (2 over the threshold) 3 days ago
I + % 9 logins in 7 minutes (4 over the threshold) 4 days ago
I +  # 6 logins in 1 minute (1 ever the threshold) 5 days ago
I + # 18 logins in 8 minutes (13 over the threshold) 10 days ago




Group Similar Alerts
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Specify whether to receive individual alerts or grouped alerts

After customizing your alert settings, you have the option to choose between receiving single or separate alerts for

every new activity. The single alert feature groups all the new activities together and triggers a single alert for all of

them. On the other hand, the separate alerts feature triggers individual alerts for every new activity.

Single alert: Single alert feature will trigger grouped alerts for all the activities.

Separate alert: Separate alerts feature is used to trigger individual alerts for every activity.

How do Single/Separate alerts work in New Events alert type?

Let’s say you want to monitor all user logins in your organization, you can refer to the All User Logins report inside

AdminDroid.

» Single alert:

If you configure a single alert, you will get alerted once for all logins made at the time of alerts.

selectactivy ;  AlUsertogns M
Tenant :  AdminDroid Demo 1 ¥
Filter © Add Filter

Alert Settings :

(®) New Events () Threshold Compare () New Change

@ Create a single alert by grouping all the new Logins

O Create separate alert for each new Logins

Notficaton | g 2cmat necpenc i 2o reanens
Config G

» Separate alert:

Alert Preview Console
Validate and create a perfect alert policy

12 May @&@ 19Jun
202 Alert Period | All Time |4 20%
AlertID i AlertMessage i Generated Time
I + w2 1 login adayago
I + w2 1 login adayago
I + w23 1 login 2days ago
I + =2 1 login 2days ago
I + w2 1 login 2days ago
I + =0 1 login 26ays ago
I + w19 16 logins 3days ago

If you configure separate alerts, you will get alerted for individual sign-in.

SelectActivity :  AllUserLogins

Tenant :  AdminDroid Demo 1 ¥

Filter : Add Filter

Alert Settings : G new Events () Threshold () Compare () New Change
O Create a single alert by grouping all the new Logins
@ Create separate alert for each new Logins

Notification =

- 2 Email Recipients * 2Teams Recipients

Configured Configured

Alert Preview Console
Validate and create a perfect alert policy

05 ey 100 alerts 193um
2028 AlertPeriod  May 3, 2026 - Jun 19, 2026 # 2028
Alert ID. i Alert Message : Generated Time
I + s 1 login adayago
I + @4 1 login adayago
I + @23 1 login 2daysago
I + w2 1 login 2daysago
I + w2 1 login 2daysago
I +  #0 1 login 2days ago
I +  #10 16 logins 3 days ago
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How do Single/Separate alerts work in Threshold alert type?

Let's say you want to create a threshold alert for all mail activities whenever a user sends 5 emails within a ten-minute
window, you can refer to the All Mails report inside AdminDroid.

In this case, you need to configure scope as ‘sender address’. So that threshold condition will get applied for each

address separately.

29

When you include scope, it is possible for users to avail single or Separate alerts. Separate alert is configured by

default when scope is added. Checking out the Separate alert box will be considered as a Single alert.

» Separate alert:

You will get separate alerts for each sender who exceeds the threshold limit.

Alert Preview Console

selectactiity « AIMAS s et e T B Validate and create a perfect alrt policy
Tenant : AdminDroid Demo 1 v 10 Alerts
05 Jun 20 Jun
SA0PM Alert Period  Jun5,2026-Jun20,2026 |4 1250PM
Filter @ Add Filter
. Alert 1D i Alert Message : Generated Time
AlTESELtINES © () New Events @ Threshold () Compare () New Change E B 5
I + w0 & mals in 10 minutes for microsoftexchange320e71... 5 days ago
Activiies | Greaterthan - 5 events
+ e &mails in 10 minutes for microsoftexchange329e71... 6 days ago
n © 10 Minutes - | s Ve
B scope | = sender Address I + 6 mails in 10 minutes for microsoftexchange329€71... 7 days ago
v Whats Scope?
I + @7 6 mals in 10 minutes for microsoftexchange329e71... & days ago
| @ Create separate alert for each matching ‘sender Address’ @
I + % & mals in 10 minutes for microsoftexchange320e71... 9days ag0
When the number of Mail for the same ‘Sender Address' exceeds 5 within
10 minutes, a separate alert s generated for each Sender Address' The i i
alerts display the actual Mail count of the respective ‘Sender Address". I + # 6 mails in 10 minutes for microsoftexchange320e71... 11 days ago
. + 6 mals in 10 minutes for microsoftexchange329e71... 12 days ago
Notfication s 2Email Recipients | | e 2Teams Reapients I

» Grouped/Single alert:

Since you have configured ‘sender address’ as scope, you will receive single alerts grouping all the senders who
exceeded the threshold limit.

v e @i puiy

Alert Preview Console

Select Activity :  AllMails - g Validate and create 3 perfect alert policy
‘orts > All Reports > Email > Audit > Email Activites > All Mails
Tenant :  AdminDroid Demo 1 ¥ 10 aers
minDroid Demo 05 Jun ® 20jun
S40PM Alert Period  Jun 5, 2026 - Jun 20,2026 £ 1250 PM
Filter  : Add Eilter
. . . Alert ID i Alert Message i Generated Time
AlBrtSettings © () new Events @ Threshold () Compare () New Change &
I +  #0 6 mails in 10 minutes for microsoftexchange329e71... 5 days ago
Activities :  Greaterthan ~ 5 |events
. [0 | wamtes = I + w0 gmails in 10 minutes for microsoftexchange32971... 6 days ago
@ scope [« sender Address I + 6 mails in 10 minutes for microsoftexchange329e71... 7 days ago
¥ Whar's Scope?
I + @ 6 mails in 10 minutes for microsoftexchange320e71... 8 days ago
[ create separate alert for each matching 'Sender Address © |
I +# & mails in 10 minutes for microsoftexchange320e71... 9 days ago
When the number of Mails for the same ‘Sender Address’ exceeds 5 within
10 minutes, a single alert is generated grouping the Mails of each ‘Sender
Address’. The alert displays the total number of Mails for each 'Sender I + # 6mails in 10 minutes for microsoftexchange329e71... 11 days ago
Address’ during that interval,
I + w 6 mails in 10 minutes for microsoftexchange32971... 12 days ago
Notification 2 Fmi Recinienrs | | =8¢ 2 Teams Recinients L



How do Single/Separate alerts work in Comparison alert type?

Let's say you want to monitor the admin activities to get an idea of how frequently they operate compared to the

previous month, you can refer to the Activities by Admins report inside AdminDroid.
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In this case, you may configure ‘Operation Name’ as scope to find out which operation the admin has performed the

most. Here, the triggered alert will contain the differentiation of past period activity counts. (e.g., Last week/previous

week)

» Separate alert:

Since you have configured ‘Operation Name’ as scope, you will get separate alerts for each distinct operation.

Select Activity :

Alert Settings

Notification

» Single alert:

Since you have
operations.

Select Activity :

Aert settings

Notification

orts > All Reports > General > Audit > O Activities

Tenant :  All Tenants (2) ~

Filter : Add Filter

() New Events () Threshold ® Compare () New Change
Compare To Last week ~

@ Activities Measurement : Min| 5 Events ¥ Increased ¥

@ scope [ x Admin's Country
v What's Scope?

@ Create separate alert for each matching ‘Admin's Country' © I

When the number of Admin activities for the same ‘Admins Country” in
the i by the previ ca
separate alert is generated for each 'Admin’s Country, The alers display
the actual Admin activity count of the respective ‘Admin's Country’ during
thatinterval along with increased percentage.

mmm 2Email Recipients e 2Teams Recipients

configured ‘Operation Name’ as scope, a single alert will get generated by grouping all

Activities by Admins v
orts > All Reports > General > Audit > Overall > Admin Activities

Tenant :  All Tenants (2) ~

Filter : Add Filter

New Events () Threshold @ Compare () New Change
Compare To Last week -
@ Activities Measurement : Min 5 Events - || Increased ~

@ scope [x Admin's Country
v What's Scope?

Create separate alert for each matching Admin's Country' ®

When the number of Admin activities for the same "Admin’s Country’ in
the last week increase by at least 5 events over the previous week, a
single alert is generated by grouping the Admin activities of each 'Admin's
. The alert displays the total number of Admin activities for each
“Admin’s Country” during that interval alang with increased percentage.

Alert Preview Console
Validate and create a perfect alert policy

12 Apr
2026

8 Alerts

14jun
AlertPeriod  Apr12,2026-jun14,2026 |/ 2026

Alert ID i Alert Message
I ] 8 admin activities onJun 1st Week (No admin activitie..
Last Week Admin activities (un-07-2026 -...  Previous Week Admin activities (May-31-..

8 Admin activities

I +  #
I +  #6
I + #s
I Pa—
I +

Alert Preview Console

Validate and create a perfecc alert policy

22 Feb
2026

AlertID
I - s

Admin's Country

India

I + @
I +  #
I + #5
I + w4
I +

0 Admin activity
No admin activities on May dth Week (10 on previous...
10 admin activities on May 3rd Week (6 higher than p...
4.admin activities on May 2nd Week (6 less than previ...
10 admin activities on May 15t Week (9 higher than p...

1 admin activity on Apr 4th Week (8 less than previou...

8 Alerts

14 Jun
Alert Period | Feb 22,2026 - Jun 14,2026 |/ 2026

i Alert Message

1 Admin's Country recorded high admin activties on J...

Last Week Admin activi...
8 Admin activities 0 Admin activity
1 Admin's Country recorded high admin activities on ...
1 Admin's Country recorded high admin activities on ...
1 Admin's Country recorded high admin activities on ..

1 Admin's Country recorded high admin activities on ...

1 Admin's Country recorded high admin activities on ...

Previous Week Admin ...

Generated Time

6 days 2g0

Events Increased/Decreased

+8 Admin activities

20 days ago

amonth ago

2 month ago

amonth ago

2 months ago

Generated Time
6days ago

Events Increased

+8 Admin activities

amenth ago

2 months ago

2months ago

3 months ago

3months ago



27

Alert Preview Console

Too many alerts! Too many spoilers!!

While creating an alert policy, you may find it difficult to define a perfect threshold for your policy. AdminDroid comes
with a smart feature called Alert Preview Console which helps in validating the necessary conditions required.

You may alter your alert settings and establish a perfect condition/threshold for your alerts since this alert preview is
based entirely on your organization's audit data.
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A validating console where you can preview sample alerts based on past period activities

After customizing your alert settings, you have the option to choose between receiving single or separate alerts for
every new activity. The single alert feature groups all the new activities together and triggers a single alert for all of

them. On the other hand, the separate alerts feature triggers individual alerts for every new activity.

Where can you check for Sample Alerts?
After specifying the required conditions, you can check for sample alerts using the alert preview console.

New Alert Palicy
Create newser poicy

Alert Preview Console

St Activy - Activities by Admins @ i e SRR ay
Tenant ¢ | AllTenants 2} ~ " More number of alerts will speil its purpose!
[ 1 - = Alert Preview Console is here to help you with validating your alert palicy and
Fiter : addeiker -—a create 3 perfect alart policy for your enuironment.
Jert s : G A Havs *Alert Preview Consale’ works?
MISFESSILNES © @) pew tverts () Threshold (] Compare () New Change O,
e = The cansole will show you the recent possibie alerts for the alert policy using.
@ crestea singlo slert by grouping all the new Admin activitios your erganization audt data
5 it A
« ert for each new Admin activit + AS this alert previews are prepared Using your organization audit data. you
can adjust your alert settings and set a perfect conditionthreshold for your

Notfication | o Configure Your Norification Via alerts
Emai and Teams!

25 plerts

05May @—————————® 19)un
03¢ b

We have detected 25 alerts in last 46 days for the alert policy you're creating.

@ Automatically refres) ‘Brevev when | modify the policy

In the alerts preview console, you receive the alert count along with detailed information such as event time,

performed operation, performed user, and so on.

Alert Preview Console
Velidate and create a perfect alert policy

25 Alerts

11 Sep 12 Sep
244PM  AlertPeriod Sep11,2023-Sep 12,2023 [/ 457FM
Alert 1D i AlertMessage i Generated Time
- w2 9azure ad activities an hour ago

Event Time Operation Result Status
9712423 5:00:27 PM User Logged In Succeeded =
912023 45732 PM User Login Failed Failed
912/23 4:57:28 PM User Logged In Succeeded
912/23 4:57:23 PM User Login Failed Succeeded
911223 4:57:19 PM User Login Failed Succeeded
9112423 4:57:14 PM User Login Failed Succesded

Showing 1 - 20 of 25 Alerts »

(V™ © Automatically refresh the alert preview when | modify the policy
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'S, ENGAGE

How can you engage with your alert policies?

Configuring alerts is only the first step. To effectively monitor your Microsoft 365 environment, you need quick access

to alert information and actionable insights. AdminDroid provides below ways to view, analyze, and respond to alerts:

@ Emails @ Alert Reports @ Alert Dashboard

These options help admins stay informed, investigate alert activity, and respond promptly to important events.

Emails

Email Notifications:

Get notified right away whenever an alert is triggered. Route the alert to the right recipients by setting up an email

configuration.

AdminDroid 365 w

365

User Logins Alert Id - #223

® Severe  Generated at 28-05-2026 03:24:08

3 logins

View in AdminDroid Portal

Please find the Alerts report file(s) as you requested.

Login Time Logged In User Login Status
27/5/2026 12:30:02 AM may@contosc.com Succeeded
27/5/2026 11:40:16 AM may@contosc.com Succeeded
27/5/2026 10:50:02 AM may@contoso.com Succesded

Note: Please legin to the AdminDroid application if you want to change the alert policy settings.
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All the configured recipients can view all the triggered alerts for the respective report in emails. Along with the email
notification, all selected recipients will receive a summary of events with more details.

Hello Admin,

Please find yesterday's summary of Alerts triggered in AdminDroid along with the Alert Policies that triggered those alerts.

AdminDroid 365 w

365

28 Apr 2026 Alert Summary
Total Open
@ 457, .. 45250,

Triggered Alert Policies

3 :“:ﬁircties

- Total Open

I Urerbeaine nerts & 1005 2% L o
" Total Open

I As serts A 1008 1005 4o
L Total Open

I HlAees 42 07 4o 4205 4 o

View in AdminDroid Portal

Apart from this, you can also include settings related to daily notification limit.

Daily Notification Limit:

You can set how many email notifications you want to receive for each alert policy per day. However, it does not affect

the number of alerts that can be generated.

Alert Reports

AdminDroid Alerts comes up with rich reporting features where you can find separate sections for alert reports and
alert policy reports. Reports include interactive dashboards for better insights. To meet your specific requirements,
you can create your own custom blend of charts, graphs, and infographics. You can email, download, and schedule

all the alert reports from a single location.

Alert Reports:

Here you can find reports based on categories such as triggered alerts, alert status, severity, labels, overall alerts,
alerts audit.



Alert Reports
20 Reports

Alert Policy Reports
2fepen

Selected 0 of 20 Reports  Select All

D Triggered Alerts

* Al Triggered Alerts * Daily Summary of Alerts Triggered

[3 Daily Summary by Alerts Status

* Daily Overall Summary * By Policy Name

§  Daily summary by Severity

+ Daily Overall Summary * By Policy Name

# Daily summary by Alert Labels

* By Label Name * By Policy Name

Wi overall Alerts Summary

* By Alert Policy Name * By Severity * By Swts

[3 Alerts Audit

Alert Policy Reports:

= ByStaws

= By Severity

* Daily Summary by Policy Name

« Bylabel

Here you can find reports based on categories such as alert policies overview and alert policies audit.

¢ 5 adminDroidpem.. - Alert Policy and Trlggered Aler!: Analy_m_s Reports
Reports on all alert policies and the alerts triggered within the AdminDroid portal.

Ho e

Search Reports

Alert Reports

Alert Policy Reports
20 Reports

2 Reports
\

Selected 0 of 12 Reports | Select All

Alert Policies Overview

* Al Alert Policies * Recently Triggered

»  Never Triggered * Policies by Recipients Configured

* Policies Configured without Recipients

A3 Alert Policy Audit

* Created Alert Policies * Updared Alert Policies

*  Status Changes *  Manually Checked Alert Policies

* Undeployed Alert Policy Templates

* Deleted Alert Policies

* Deployed Alert Policy Templates

@

ﬁ' Schedule

* Dpownload © Notify
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Alert Dashboard

On the Dashboard page, you will see a complete overview of alert trends over time. Graph visualizations will help you
to spot variations in the frequency of triggered alerts. You may also look at the most recent triggered alerts. Navigation

of respective alert policies is possible with a single click.

Alerts Overview Dashboard Looking For Help?

: "3 My Activities
Visualize and analyze all the alerts fou will @ our interactive guide ki

Monitor the activities on a regular basis <

™ [ s i < -
}- Ulg__,_w_ﬁ"j-{' Compare and analyze all activities with past behavior.

Events like User logins, email traffic, file accesses and more can be monitored
on daily, weekly and monthly basis.

Explore sample policies

800,

It

[ Alert Period | Last 30 Days [EWASGETIC & Add Alert Folicy

search Alert Policies Sortby: PelicyName | Tacal Aleris | Opendlerss | Clased Aleris | Investigating Alerts
All users logins &
v ar Open Alerts 1 closed Laet Ingoedon
¥ 24A=er'n DD 2 5 days ago
L] A 2 T investigating S el
SR E < 33 Alerts in Last Month
Elevation of Global admin privilege &
Crestes an slert when s ussr is added to the global sdmin role i the organization
a 100% 4 Total DpeAlerts Oc o
-1 1 Alern Tiacine 3 & days ago
: L 1 Alerts in Last Week >
All activities &
Crastes sn slert when & uzer iz sdded to the global sdmin role in the organization
& 100% q Total eshpins T closee S
(1] 1 MAert 0 ¢ —— & days ago
) £ 1 Alerts in Last Week >
Daily Audit Activities
¥ 20% /] Total DI A U S
A 4A=m Ay g n a month ago
o < 9 Alerts in Last Month

() Total alerts generated for the selected time period.

@ Total number of alerts with open statuses.

@ Count of Closed and investigating alerts among total alerts generated.
@ Displays when the last alert was generated, along with the date and time.
(©) Here are the current alert trends.

(¥) Use the navigation to view past alert trends.



% ACTION

Alerts don't just aim to trigger events, but also to resolve them.

Here let’s see what are all the actions that can be taken on triggered alerts.

Alerts Portal

32

The Alerts page displays all the triggered alerts where you can analyze and take action on alerts. Here you can get a
detailed summary of events generated by clicking the ‘+’ icon.

Action - Setting up an alert status assists in identifying the actions taken in response to the triggered events. On the
alerts page, you can alter the status of triggered alerts to open, closed, or investigating.

Set alert status into open, closed, or investigating to resolve incidents quickly %

Alerts
Analyze and take action on alerts

Alert Period  Last 30 Days

e Policies Involved
‘ Policies \
U
Status Severity
Enter value v Enter value
Actions Status

I + Investigating ~

I + ® Open ~

I + ® Closed ~

I + ® Open ~

® Severe

2

® High

v

AlertID ~
#32
#91
#89

#87

Looking For Help?

You will @ our interactive guide

@ Alert Reports
Total Alerts = Open Alerts
28 Severe 2 ;—Iigh 26 Severe -I IH\gh

Alert Policy Name
Enter value

Alert Policy

All users logins

All users logins

All activities

All users logins

Alert Id

v = | Enter value

Alert Message

14 logins in a minute for 'Not Available| McLaren _

6 logins in a minute for july@onemcet.onmicrosoft.co
Recent admin addition: december@onemcet.onm..

13 logins in a minute for ‘april@onemcet.onmicro...

Generated Time

5 days ago

8 days ago

8 days ago

19 days ago

) My Activities

& Add Alert Policy

>



OC) AdminDroid  Explore >

Our mission is to solve everyday challenges of IT admins and save their time. We strive to provide admin-friendly software
with a user-friendly interface, at a budget-friendly pricing. Try AdminDroid, and you'll love how it simplifies your Microsoft
365 management!

For a live demonstration of our flagship tool, AdminDroid 365, visit below.

Connect with us

in linkedin.com/company/admindroid/ 6 reddit.com/r/AdminDroid/ X twitter.com/admiindroid
f facebook.com/admindroid @ youtube.com/admindroid 0oJ admindroid.com
() sithub.com/admindroid-community

© 2026 AdminDroid. All Rights Reserved.
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